Privacy Notice

Everything we do with information about living people – such as how we collect it and who we share it with – must comply with the Data Protection Act. 
A key part of this is being open about how we use information and what rights you have in respect of it.
This notice tells you what information we collect and process about you when you are asked and or agree for support from Cambridgeshire and Peterborough Independent Domestic Violence Advisory Service.  Information about the IDVA Service can be found online at Cambridgeshire County Council DASV Partnership - Local Contacts
The information we hold about you
We collect and process information about people who have agreed to have support from our Independent Domestic Violence Advisory Service or who have been referred by a professional and deemed to be at high risk. The information we hold about you varies according to the support you are having but might include the following -

· Name.
· Address.
· Date of Birth.
· Ethnicity.
·  Safe contact details.
· Gender and Sexuality.
· Language and any interpreter requirements.

· Disabilities. 

· Relationships and details of people who are alleged perpetrators of abuse against you.
· Details of any children and other vulnerable adults linked to you or the alleged perpetrator.
· Information recorded as part of your referral to our services,

· Information recorded in an assessment of your support needs.
· Other relevant health information that we require to know in order to support your appropriately.
· Relevant case information including records of visits and contacts with you agreed safety plans, made as part of your support from the IDVA Service.
· Details about other services involved in supporting you.
· Risks to you and others in your household from the alleged perpetrator(s)

The information we collect is retained on a standalone secure electronic case management system that can only be accessed by the IDVA Service employees.

IDVA staff who contact you may keep paper notes about their conversation with you, but these will be securely destroyed and disposed of once we have added the relevant information to our electronic systems. 
Why do we have your information and what do we use it for

Referrals to the IDVA Service for support around domestic abuse are accepted from professionals only.  Under Data Protection, we have to have a lawful basis for this processing of personal data. The IDVA collect and use your personal information under UK GDPR Article 6 (1) (e) the 'public task' for personal data and for special category data then we process this under Article 9(1) (g) substantial public interest with a condition under section 6 of Part 2 of Schedule 1 of the Data Protection Act 2018.
We use the information we have about you and any children or adults with vulnerabilities in your household to assess the level of risk you are at in regard to domestic abuse from named perpetrator(s).  We use this information to jointly create a plan of support with you, which will include safety planning.
We collect only the information that we need to carry out these functions and we ensure that it is used and stored safely and securely.
All staff who have access to information about you will have received training on data protection and information security and they work to a code of conduct which requires them to respect the confidentiality of the information about you that they have access to in order to do their jobs.

All the information retained about you will be deemed to be:  lawful, proportionate and necessary, for us to support you in the best way possible.
Who we share your information with and why do we share it
We may share information about you with other organisations and people as part of providing support to you and ensuring a multi-agency response to maintaining your safety. The types of organisations and people we may share information with includes:

· Hospitals and community health services.
· Your GP

· Children’s Social Care
· Adult Social Care and Adult Safeguarding

· Housing providers.
· Criminal and Civil courts- with an audit trail of appropriate court orders.
· The Police- to assist with and aid ongoing criminal investigations.
· Relevant services if you may move into a different area.

We can share this information without your specific consent when it is lawful, proportionate and necessary to do so to fulfil our public tasks, and in respect of special category data it is in the substantial public interest to do so. The law imposes safeguards to protect your privacy in these circumstances.  We will inform you that we are sharing information in these circumstances and in all other circumstances will we ask your consent before sharing.
We will also share your information, subject to contractual and other legal safeguards, with organisations contracted by us to provide a service to us or directly to you.  Specially, this would be the organisations commissioned to provide mobile advocacy for victims of domestic abuse across Cambridgeshire. Such service providers are known as data processors and have a legal obligation under GDPR and to us to look after your personal information and only use it for providing that service.

How we look after your information

All information sharing is done with reference to the principles set out in the Cambridgeshire and Peterborough Information Sharing Framework :  https://www.cambridgeshire.gov.uk/council/data-protection-and-foi/information-and-data-sharing/information-sharing-framework. This requires anyone we share information with, or who uses it on our behalf, to adhere to Data Protection legislation and to handle information securely.

The sharing of information in health and social care is guided by the Caldicott principles and include the following:
Principle 1 - Justify the purpose(s) for using confidential information.

Principle 2 - Don't use personal confidential data unless it is absolutely necessary.

Principle 3 - Use the minimum necessary personal confidential data.

Principle 4 - Access to personal confidential data should be on a strict need-to-know basis.

Principle 5 - Everyone with access to personal confidential data should be aware of their responsibilities.

Principle 6 - Comply with the law.

Principle 7 - The duty to share information can be as important as the duty to protect patient confidentiality.

How long do we keep your information for
We only keep information for as long as it is needed. This will be based on either a legal requirement (where a law says we must keep information for a specific period of time) or accepted business practice. For most records we make about your support from the IDVA Service this will be for 7 years after we have ceased to work with you. 

Your Rights about information held about you
Under Data Protection Legislation you have the following rights:

· Right of access (to receive a copy of your personal data),

· Right to rectification (to request data is corrected inaccurate),

· Right to erasure (to request that data is deleted),

· Right to restrict processing (to request we don’t use your data in a certain way),

· Right to data portability (in some cases, you can ask to receive a copy of your data in a commonly used electronic format so that it can be given to someone else),

· Right to object (generally to make a complaint about any aspect of our use of your data),

· Right to have explained if there will be any automated decision-making, including profiling, based on your data and for the logic behind this to be explained to you.

Any such request can be submitted to the Cambridgeshire and Peterborough Data Protection Officer. Whether we can agree to your request will depend on the specific circumstances and if we cannot then we will explain the reasons why.

If you are unhappy with any aspect of how your information has been collected and/or used, you can make a complaint to the Data Protection Officer.

You can also report your concerns to the Information Commissioner’s Office at https://ico.org.uk/.

To contact our Data Protection Officer

Email:Data.protection@cambridgeshire.gov.uk
Phone: 01223 699137.

Write to: Data Protection Officer, Cambridgeshire County Council, Box No. SCO2306, Scott House, 5 George Street, Huntingdon, PE29 3AD.
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